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Move Along,
Goldilocks
Forget about the economic sweet
spot. Fundamentals are what we want.

Quantum Computing:
Finance’s Next
Frontier
SUCCESSFUL TEAMS
MUST BANISH
SELF-DOUBT

Agile Must
Evolve
or Die

SECURITY

COMBATING
THE
RANSOMWARE
ONSLAUGHT
By Ray Irving

Cyber insurance has emerged as a key
bone of contention in the rapidly evolving
cyberthreat space.
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n the last few months, we have seen largescale, high-profile ransomware attacks in
the Asia-Pacific (APAC) region, including on
large insurers and tech companies. These
come on the heels of multiple ransomware attacks
around the world, including on IT firm Kaseya as
well as Colonial Pipeline and meat supplier JBS in
the US. Ransomware is a growing threat due to
the wide availability of ransomware kits (known
as Ransomware-as-a-Service) that non-tech-savvy
criminals can easily obtain, as well as the rise of
cryptocurrencies as cross-border payment methods
that are difficult to track.
While the rise in ransomware started in 2020, this
year has seen an even bigger surge. Attacks rose
93% year-on-year, according to Check Point. While
much of the activity centres on the US, Europe,
and Latin America, APAC financial institutions must
still be prepared as they too are in the crosshairs.
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Ransomware criminals, knowing
that many firms would rather
their INSURERS PAY QUICKLY
AND QUIETLY TO AVOID
OPERATIONAL DISRUPTION
AND REPUTATIONAL DAMAGE,
have increased their demands
substantially. Ransomware gangs
such as Ryuk have publicly stated
that they specifically target firms
with cyber insurance.

According to Kaspersky, 635 (35%) out of
1,764 companies and individuals attacked
in 2020 by REvil – a major Russian-based
ransomware group – were from the APAC
region.

CYBER INSURANCE: IN THE EYE
OF THE STORM
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Insurers are especially juicy targets for
cybercriminals because of the possibility
of also accessing customer data, including
around limits for cyber insurance policies.
Cyber insurance has been on the rise over
the last several years, but the explosion of
ransomware has meant that many firms
turn to their policies to pay out ransoms
rather than look for alternative methods
of dealing with an attack. Ransomware
criminals, knowing that many firms
would rather their insurers pay quickly
and quietly to avoid operational disruption
and reputational damage, have increased
their demands substantially. Ransomware
gangs such as Ryuk have publicly stated
that they specifically target firms with
cyber insurance.
As more firms and institutions
rely on cyber insurance to insulate
themselves from cyber risk, opportunistic
cybercriminals have quickly realised
that cyber insurers are now attractive
targets themselves. By hacking and
accessing an insurance company’s policy
data, cybercriminals can curate a list
of ransom demands according to each
victim’s policy and business profile. They
can therefore multiply their return on
investment for one attack by targeting
both the insurer and their customers.
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